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(57) Abstract: A wireless router employing a tech- 
nique to couple a plurality a host services or host sys- 
tems and a plurality of wireless networks. A method 
to route data items between a plurality of mobile de- 
vices and a plurality of host systems through a com- 
mon wireless router. A point-to-point communication 
connection is preferably established between a first 
host system and a common wireless router, a mobile 
network message at a mobile device is generated, the 
mobile network message is transmitted via a wireless 
network to the common wireless router which in turn 
routes a data item component of the mobile network 
message to the appropriate host service. 
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Wireless Router System And Method 

BACKGROUND OF THE INVENTION 

The present invention is relates to a wireless routing system and method for exchanging 
data items between one or more host services and a plurality of mobile devices. 
Description of the Related Art. 

To get around the problem of pushing information to a mobile device most system today 
either use a pull paradigm to get information to the mobile device, or they warehouse information 
until the handheld device plugs into a serial port to download the bulk information. Those 
systems that do exist for wireless networks are generally gateway's and proxy servers. Gateway 
systems generally act to accept wireless handheld requests and perform synchronization and 
transport functions to ensure the information is delivered using a pull paradigm. Proxy servers 
work at either the transport or application level to *spoof protocols into believing everything is 
working successfidly. 

The need to continuously push information to a handheld device is still present in the 
wireless industry today. Instead of warehousing (or storing) the user's data items at the host 
system and then "synchronizing" the mobile data communication device to data items stored at 
the host system when the mobile device requests that such items of information be conununicated 
to it, the present invention allows advanced applications to implement a "push" paradigm that 
continuously packages and retransmits the user-selected items of information to the mobile 
device through a routing system. Wireless mobile data communications devices, especially those 
that can return a confirmation signal to the host that the pushed data has been received are 
especially well suited for this type of push paradigm. 
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In the router paradigm, attempts to address simple comiectivity to one or more wireless 
networks have not developed a commercially feasible wireless router capable of supporting push 
to a community of host services and mobile devices. This problem is difficult and requires a 
specialized solution given the anomalies found in wireless data networks. Instead, these 
infrastructure manufacturers are building internal network switches for die wireless networks, 
which simply solve the problem of moving data from A to B, with no concern about ensuring 
end-to-end delivery of datagrams and providing push services that can abstract away network 
issues. The problem of guaranteed end-to-end delivery are more complex and require a 
specialized wireless router to be developed. 

Those present systems and methods for replicating information from a host system to a 
user's mobile data conununication device are typically "synchronization" systems in which the 
user's data items are warehoused or stored at the host system for an indefinite period of time and 
then transmitted in bulk only in response to a user request. In these types of systems and 
methods, when replication of the warehoused data items to the mobile device is desired, the user 
typically places the mobile device in an interface cradle that is electrically connected to the host 
system via some form of local, dedicated communication, such as a serial cable or an infrared or 
other type of wireless link. Software executing on the mobile data communication device then 
transmits conmiands via the local conmiunications link to the host system to cause the host to 
begin transmitting the user's data items for storage in a memory bank of the mobile device. In 
these synchronization schemes, the mobile unit "pulls" the warehoused information fiom the host 
system in a batch each time the user desires to replicate information between the two devices. 
Therefore, the two systems (host and mobile) only maintain the same data items after a user- 
initiated conunand sequence that causes the mobile device to download the data items from the 
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host system, A general problem with these synchronization systems is that the only time that the 
user data items are replicated between the host system and the mobile data communication device 
is when the user conunands the mobile device to download or pull the user data from the host 
system. Shortly thereafter a new message could be sent to the user, but the user would not 
receive that message until the next time the user fetches the user data items. Thus, a user may fail 
to respond to an emergency update or message because the user only periodically synchronizes 
the system, such as once per day. Other problems with these systems include: (1) the amount of 
data to be reconciled between the host and the mobile device can become large if the user does 
not "synchronize" on a daily or hourly basis, leading to bandwidth difficulties, particularly when 
the mobile device is communicating via a wireless packet-switched network; and (2) reconciling 
large amounts of data, as can accrue in these batch-mode synchronization systems, can require a 
great deal of conamunication between the host and the mobile device, thus leading to a more 
complex, costly and energy-inefficient system. A more automated, continuous, efficient and 
reliable system of ensuring that user data items are replicated at the user's mobile device is 
therefore needed. 

There remains a general need for a routing system and method through which such user- 
selected data items or portions thereof can be pushed from a host system to a mobile data 
communication device, to thereby provide for "always on, always connected" functionality of the 
mobile device and mirroring of host system data items at the mobile device. 

There remains an additional need for such a system and method that provides flexibility in 
the types and quantities of user data items that are pushed from the host system to the mobile data 
communication device and that also provides flexibility in the configuration and types of events 
that can serve to trigger the redirection of tiie user data items. 
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There is a related need for a transparent routing system and method that provides end-to- 
end security for user-selected data items pushed from a host system to a mobile communication 
device. Particularly where the host system is located behind a firewall, there is a need for a secure 
routing system and method that effectively extends the firewall to the mobile device. 

A further need remams for a single routing system and associated method that can push 
data items from a sending host system on any of a plurality of communication networks to a 
destination mobile device on any of a further plurality of similar or dissimilar wireless data 
communication networks located anywhere in the world, 

A further need remains for a routing system that supports push messaging that provides 
protection to the mobile device for unwanted information. The concept of an individualized 
firewall agent will be disclosed that gives control to the owner and user of the mobile device to 
stop unwanted services from sending junk mail, or denial-of-service attacks at the mobile device. 

There remains an additional need for such a system and method that provides flexibility in 
the types and quantities of user data items that are pushed from the host system to the mobile data 
conununication device. 

SUMMARY 

The present invention overcomes the problems noted above and satisfies the needs in this 
field for a system and method of routing pushed data items from a host system to a user's mobile 
device. A further aspect of the invention relates to a system and method for routing information 
or data items to and from the mobile device. Information destined for or sent from the mobile 
device is routed through a routing system in accordance with an associated routing method. The 
routing device and method provide an interface between multiple wireless communication 
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devices on the same wireless conununication network, between multiple wireless communication 
networks, or between a wireless communication network and one or more wired landline 
networks. The routing system and method also provide for pushing of data items to the mobile 
communication device, facilitating "always on. always connected" functionality of the mobile 
device. 
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As used in this application the term host system can refer to one or more computer 
systems linked via a local area network (LAN), a wide area network (WAN) or some virtual 
private network (VPN) arrangement The host system is combined through a common 
association, like a corporate enterprise computer system, an Internet Service Provider (ISP) or an 
value-added Internet Service like AOL. On the host system, there can be one or more host 
services operating. Any one of these host services might offer wireless access through the 
wireless router being disclosed in this application. Host services could be e-mail, calendar, and 
web page access or more complicated jBnancial host services, stock trading host services or 
database access host services. The host service may or may not employ a 'push method' to 
enhance the mobile experience for the user. Host software programs to can run in a corporate 
environment, in an ISP (Ihtemet Service Provider) environment, in an ASP (Application Service 
Provider) environment, or many other environments as long as Internet connectivity is available. 
In accordance with an aspect of the invention, data items are pushed to the mobile device through 
a routing system, which implements an associated routing method. The host system performing 
the data exchange is preferably repackaging the user's data items for transparent delivery to the 
mobile data device through the routing system. Any types of data items can be supported this way 
including data like: E-mail messages, calendar events, meeting notifications, address entries, 
journal entries, personal reminders, voice-mail messages, voice-mail notifications, database 
updates, video clips, music clips, audio files, ring tones, Java programs, software updates, games 
and any other computer-related data having a digital format. 



wo 02/052798 PCT/CAOl/01814 

An advantage of the present invention is that it may provide a system and method for 
continuously routing all forms of pushed information from a host system to a mobile data 
conMnunication device. A further advantage of the invention is the provision of host systems in a 
rapid manner and providing world-wide access to mobile subscribers of a given host service. 
Other advantages of the routing aspects of the present invention include: (1) flexibility in 
coupling gateways, some of which are located behind a company firewall, to one or more 
network systems; (2) the provision of a central routing point or system solves the problem of 
pushing data to mobile devices on behalf of all gateways; (3) transparent repackaging and routing 
of the user data items in a variety of ways such that the mobile data communication device 
appears as though it were the host system; (4) a single routing system routes data items between 
pluralities of different networks; (5) the routing system and method routes data items without 
regard to their content, thereby providing for end-to-end security and effectively extending a 
firewall, for host systems or other gateways located behind the firewall, to the mobile device; (6) 
integration with other host system components such as E-mail, TCP/IP, keyboard, screen saver, 
web-pages and certain programs that can either create user data items or be configured to provide 
trigger points; and (7) the routing system acts as a single demultiplexing point for all mobile 
traffic, thus facilitating and simplifying billing and provisioning. 

According to an aspect of the invention, a routing system for routing data items between a 
first plurality of communication networks and a second plurality of communication networks, the 
routing system comprises receiver means for receiving data items firom sending systems operating 
in any of the first plurality of communication networks, transmitter means for transmitting the 
received data items to destination systems operating in any of the second plurality of 
communication networks, and routing means for forwarding the received data items from the 
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receiver means to the transmitter means, whereby a single routing system routes data items 
between sending systems and destination systems operating within different pluralities of 
conununication networks. 

In a related embodiment, the invention comprises a routing method for routing data items 
between any of a first plurality of communication networks and any of a second plurality of 
communication networks, the routing method comprising the steps of providing a receiving 
arrangement for receiving data items from sending systems operating in any of the first plurality 
of communication networks, providing a transmitting arrangement for transmitting the received 
data items to destination systems operating in any of the second plurality of communication 
networks, and forwarding the received data items from the receiving arrangement to the 
transmitting arrangement, wherein data items are routed between any communication networks 
within different pluralities of conununication networks by a single receiving arrangement and a 
single transmitting arrangement 

At least one of the jSrst and second pluralities of conmiunication networks preferably 
includes wireless conununication networks. In further preferred embodiments, the first plurality 
of conmiunication networks comprises communication networks of different types and the 
second plurality of conununication networks comprises conamunication networks of further 
different types. 

These are just a few of the many advantages of the present invention, as described in more 
detail below. As will be appreciated, the invention is capable of other and different 
embodiments, and its several details are capable of modifications in various respects, all without 
departing from the spirit of the invention. Accordingly, the drawings and description of the 
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preferred embodiments set forth below are to be regarded as illustrative in nature and not 
restrictive. 



BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention satisfies the needs noted above as will become apparent from the 
following description when read in conjmiction with the accompanying drawings wherein: 

FIG. 1 is a system diagram showing the environment where the wireless router works 
with an example application, the Blackberry Enterprise Server software being used to push user 
data items from a user's mailbox (i.e. a mailbox maintained by a corporate mail server running 
within the corporate LAN) to the user's mobile data conmiunication device. 

FIG. 2 is a illustration showing all the components within a dual-mode mobile device that 
can be used with this application. 

FIG. 3 is a system diagram showing a more complex environment where the wireless 
router can be used. In this figure the wireless router is dealing with a wide range of host services 
and many wireless networks. 

FIG. 4 is a detailed diagram showing one embodiment for the internal components of the 
wireless router. 

FIG. 5 is a detailed diagram expanding on the host interface handler within the wireless 
router. This component is responsible for support all data exchanges with host systems wishing 
to communicate with mobile devices. 
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HG. 6 is a detailed diagram of the wireless transport and network interface adapter 
components within the wireless router. These components ensure the delivery of data, perform 
packetization functions and track the location of the mobile in different parts of the world.' 

HG. 7 is a detailed diagram of the registration and billing components within the wireless 
router. These components allow the mobile to update their location and provide billing records 
as the mobile performs different operations. 

HG. 8 is a protocol diagram showing how the different protocol layers work between 
each component and the purpose each protocol layer serves. 

FIGS. 9(a), 9(b), 9(c), 9(d) and 9(e) show a flow diagram of a routing method according 
to an aspect of the invention. 

HG. 10 is a protocol layering diagram showing how each protocol layer fits into the 
corresponding protocol layer. 

Fig. 11 is a system diagram setting forth an illustrative flow of a first data message 
originating firom a host service and another from the mobile device. . 
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DRTAH DESCRIPTION OF THE DRAWINGS 
Referring now to the drawings, FIG, 1 is an example system diagram showing the 
redirection of user data items (such as message A or C) from a corporate enterprise computer 
systemXhost system) 28 to the user's mobile device 24 via a wireless router 20. The wireless 
router 20 provides the wireless connectivity functionality as it acts to both abstract most of the 
wireless network's 26 complexities, and it also implements features necessary to support pushing 
data to the mobile device 24. Although not shown, a plurality of mobile devices may access data 
from the corporate enterprise computer network system. In this example, message A in FIG. 1 
represents an internal message sent from desktop 6 to any number of server computers in the 
corporate LAN 14, including a database server 42, a calendar server 44, an E-mail server 46 or a 
voice-mail server 48. Message C in FIG. 1 represents an external message from a sender that is 
not directly connected to LAN 14, such as the user's mobile device 24, some other user's mobile 
device (not shown), or any user connected to the Internet 18. Message C could be e-mail, voice- 
mail, calendar information, database updates, web-page updates or could even represent a 
command message from the user's mobile device 24 to the host system 28.The host system 28 
preferably includes, along with the typical communication links, hardware and software 
associated with a corporate enterprise computer network system, one or more wireless mobility 
agents 12, a TCP/IP connection 16, a collection of datastores 40-48, (i.e. for example a data store 
for e-mail could be an off-the-shelf mail server like Microsoft Exchange® Server or Lotus 
Notes® Server), all within and behind a corporate firewall 29. 
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FIG. 1 shows the invention being used within the corporate enterprise network 
environment, which is just one embodiment showing one type of host service 12 that oflfers push- 
based messages for a handheld wireless device that is capable of notifying and preferably 
presenting the data to the user in real-time at the mobile device when data arrives at the host 
system. FIG. 3 also shows a more detailed and complex environment with more types of host 
services. By using the wireless router 20 an important set of advantages are realized. 

By offering a wireless router system 20 there are a number of major advantages to 
both the host service 12 and the wireless network 26. As mentioned earlier a host service 40- 
48 is considered to be any computer program that is running on one or more computer 
systems 28. The host service 40-48 is said to be running on a host system 28, and one host 
system 28 can support any number of host services 40-48. A host service 48 may or may not 
be aware of the fact that information is being channeled to mobile devices 24. For example 
an e-mail program 48 might be receiving and processing e-mail while an associated program 
(e-mail wireless mobility agent 14) is also monitoring the mailbox 48 and forwarding or 
pushing the same e-mail to a wireless device 24. A host service 40 might also be modified to 
prepared and exchange information with wireless devices 24 via the wireless router 20, like 
customer relationship management software 40. In a third example their might be a common 
access to a range of host services 42-46. For example a mobility agent 12 might offer a 
Wireless Access Protocol (WAP) connection to several databases. Connecting host services 
28 to mobile devices 24 has long been a problem for the wireless community that has not 
grown anywhere near as fast as the land-line based Intemet network. The current invention 
solves many problems when connecting host services to wireless networks and builds a 
bridge to improve the deployment of host services for mobile devices. These advantages 
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include: 

1. Reducing the financial and technical banier of entry for most host services by removing 
the need for the host service provider to negotiate connections to the wireless networks. 

> If dealing directly with the network operator the host service provider would be 
required to purchase some form of router in order to connect to the wireless network 
(costing between $2,000 and $100,000). In some cases, this router may in fact be 
owned and managed by the network carrier, but with the costs passed onto the end 
customer. The cost of such a router may be prohibitive to a small company. 

> The communication connection to a network carrier is likely to require a leased 
conmiunication line. The minimum bandwidth for a point-to-point connection is 
generally around 64kbps, and at current pricing that is only cost effective for large 

in 

numbers of mobile devices. The costs are prohibitive for a small or medium sized 
customer. 

2. Allows host services to remain network independent. 

> Following from point 1 above if host services had to connect directly to wireless 
networks there could be extensive work and development costs to add proprietary 
conversations to those networks. For example, Mobitex® and Datatac® , which are 
very old digital data networks in North America, have proprietary network formats 
and connection requirements to their networks. 

> Easier and faster installation of host software provided by third-party wireless 
software companies. Without the need to deal with network operators, and witli the 
ability to use the Internet directly to conununicate with' the wireless router, the 
installation speed is much faster. 
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3 . Roaming devices are supported transparenfly for the host service without extra 
communication connection requirements. 

> Without the wireless router, roaming would have to be handled either by each host 
service directly, through multiple communication connections into multiple wireless 
networks, or by the wireless networks themselves. 

> If a host service has mobile devices that operate on different carriers* networks, then 
the host service may be required to maintain a communication connection to each 
individual carrier. This may require a separate router for each connection, depending 
on circumstances, and thus increasing the costs listed in point 1 dramatically. 

4. Allows host data to be pushed to the mobile device with no prior action being taken by 
the user. 

> With some of the network architectures being used it is nearly impossible to 
implemented host initiated push without a wireless router. In the GPRS network, for 
example, only the mobile device can initiate a PDF Context to acquire an IP address. 
Normally the IP address is a private, dynamically assigned IP address which is not 
visible to public host services. Therefore, to solve this problem the host system would 
have to become a private host service that is part of a virtual private network (VPN) 
run by the network carrier. 

5. Provides a store-and-forward peer-to-peer communications channel so that messages can 
be exchanged between mobile devices and such exchanges do not rely on the two mobile 
devices being in network coverage at the same time. This also extends to host services 
and mobile device traffic, i.e. either end (host system or mobile device) can be 
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temporarily unavailable and the wireless router will ensure a swift and timely delivery. 

> A major problem when implementing peer-to-peer conununications between two 
mobile devices is the problem of one device being temporarily unavailable. By using 
a store-and-forward wireless router 20 a seamless communication path is provided 
between the two devices. 

> In the case when a host service 28 is temporarily not available, or the mobile device 
24 is not available data is queued and delivered when the destination becomes 
available again. Since the wireless router 20 is created with long latency, out-of- 
coverage conditions in mind, there are proper transport mechanisms to ensure end-to- 
end delivery. 

6. Provides an easy way to implement peer-to-peer messaging, 

> A wireless router 20 allows a community of mobile devices 24 to be defined so that 
peer-to-peer messaging or instant messaging can be defined. The wireless router 20 
can even provide a handle (or name) for the mobile device user so that the device 
identifier does not have to be used. 

> A wireless router 20 can implement additional security for peer-to-peer 
communications, like a Public Key Infrastructure (PKI), so that encryption can be used 
to keep messages private. Another major problem with wireless communications is 
that encryption is often not considered due to the complexity. A wireless router 20 
solution can solve a major problem with matching device identity with a Public Key 
per device. 

7. When dealing with host services 28 that are private, i.e. corporate data residing behind a 
corporate firewall 10, security becomes a major issue. 
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> If a relationship were to be established between the network operator and the host 
service, it is likely that the operator would want to initiate the communication 
connection to the corporate enterprise server. To ask a corporation to support an 
incoming TCP/IP connection is generally against all Information Technology policies 
at the corporation and such communication support is at a much higher risk for 
Internet-based attacks. When using a wireless router 20, the enterprise-based host 
service 28 has the ability to initiate an outgoing call to the wireless router 20 to solve 
this problem. 

> There is an uncertain level of security between the local corporate LAN and the 
mobile devices 24. When wireless enabling host services for mobile devices 24, they 
are essentially made part of the corporate LAN. Some wireless enabling methods 
open holes in the company firewall and could allow unwanted mobile devices 24 
through to access private corporate data. Therefore special trust and security is 
required within the wireless router 20 to ensure this does not happen. 

A preferred mobile data communication device ("mobile device") 24 can either be: a 
hand-held two-way wireless paging computer as described in detail in FIG. 2, a wirelessly 
enabled pahn-top computer, a mobile telephone with data messaging capabilities, a PDA 
with mobile phone capabilities, or a wirelessly enabled laptop computer, a vending 
machine with an associated OEM radio modem, a wirelessly-enabled heart-monitoring 
system or, alternatively it could be other types of mobile data communication devices 
capable of sending and receiving messages via a network connection 22. Altiiough it is 
preferable for the system to operate in a two-way communications mode, certain aspects 
of the invention could be beneficially used in a "one and one-half or acknowledgment 
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paging environment, or even with a one-way paging systena. In this limited data 
messaging environments, the wireless router 20 still could abstract the mobile device 24 
and wireless network 26, offer push services to standard web-based server systems and 
allow a host service 28 to reach the mobile device 24 in many countries. The mobile 
device 24 includes software program instractions that work in conjunction with a 
destination host service 28 or wireless mobility agent 12 shown in FIG. 1, 

A host service 28 using the present invention has many methods when establishing a 
communication link to the wireless router 20. For one skilled in the art of data conmiunications 
the host services 28 could use connection protocols like TCP/IP, X.25, Frame Relay, ISDN, ATM 
or many other protocols to establish a point-to-point connection. Over this connection there are 
several tunnelmg methods available to package and send the data, some of these include: 
HTTP/HTML, HITP/XML, HTTP/Proprietary, FTP, SMTP or some other proprietary data 
exchange protocol. . The type of host services 28 that might employ the wireless router 20 to 
perform push could include: field service applications, e-mail services, stock quote services, 
banking services, stock trading services, field sales applications, advertising messages and many 
others. This wureless network 26 abstraction is made possible by the routing system 20, which 
implements this routing and push functionality. The type of user-selected data items being 
exchanged by the host could include: E-mail messages, calendar events, meeting notifications, 
address entries, journal entries, personal alerts, alarms, warnings, stock quotes, news bulletins, 
bank account transactions, field service updates, stock trades, heart-monitoring information, 
vending machine stock levels, meter reading data, GPS data, etc., but could, alternatively, include 
any other type of message that is transmitted to the host system 10, or that the host system 10 
acquires through the use of intelligent agents, such as data that is received after the host system 
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10 initiates a search of a database or a website or a bulletin board. In some instances, only a 
portion of the data item is transmitted to the mobile device 24 in order to minimize the amount of 
data transmitted via the wireless network 22. In these instances, the mobile device 24 can 
optionally send a command message to the host service 40, 12 and 14 to receive more or the 
entire data item if the user desires to receive it. The wireless router 20 provides a range of 
services to make creating a push-based host service straightforward, which is essential to the 
success of wireless data networks. These networks can include: (1) the Code Division Multiple 
Access (CDMA) network that has been developed and operated by Qualcomm, (2) the Groupe 
Special Mobile or the Global System for Mobile Communications (GSM) and the General Packet 
Radio Service (GPRS) botii developed by the standards committee of CEPT, and (3) die future 
third-generation (3G) networks like EDGE and UMTS. GPRS is a data overlay on top of the 
very popular GSM wireless network, operating in virtually every country in Europe. Some older 
examples of data-centric network include, but are not limited to: (1) the Mobitex Radio Network 
("Mobitex")> which has been developed by Eritel and Ericsson of Sweden, and is operated by 
Cingular Corporation in tiie United States, and (2) the DataTAC Radio Network ("DataTAC"), 
which has been developed by Motorola and is operated by Motient Corporation, in the United 
States. 

To be effective in providing push services for host systems 28 the wireless router 20 
preferably implements a set of defined functions that solve one or more problems plaguing the 
art of wireless connectivity. For one skilled in the art, it is clear that one could select many 
different hardware configurations for the wireless router 20, but preferably the same or similar set 
of features would be present in the different confirguations. The wireless router 20 offers the 
following one or more features for host services: 
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1 . Implements an addressing method so that mobile device 24 traffic can be addressed to a 
host service 40, 12 and 14 without the need for the wireless network 26 to assign an 
identity to each host service 40, 12 and 14. This is a start to solving the abstraction 
problem for the host service 40, 12 and 14. 

2. An efficient and authenticated method for the host service 20, 12 and 14 to initiate a 
communication connection to the wireless router 20 for the purposes of opening a 
communication tunnel to the one or more mobile devices 24 that the host servic640, 12 
and 14 wishes to communicate with. 

3. A reliable method for exchanging data between the host service 40, 12 and 14 and the 
mobile device 24, in a manner consistent with the abilities of the wireless network 26. 

4. Providing feedback to the host service 40, 12 and 14 when data is delivered. This allows 
the host service 40, 12 and 14 to clean up any wireless delivery queues if necessary, or 
inform the original sender (user or program) that the data has been delivered to the 
mobile device 24. 

5. Lnplementation of a wireless network 26 initiated push of services or data to a mobile 
device 24, from a wireless router 20. The mobile device 24 user preferably should not 
have to perform any special actions to receive the asynchronous messages sent from the 
host services 40, 12 and 14. 

6. Connect to a wide range of wireless networks 26 and provide a way of tracking the user's 
location so that a 'follow you anywhere' solution can be provided. 

These features will be expanded and described in detail in FIGURES 3-8. 
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Turning now to Figure 2 there is a block diagram of a mobile device 24 in which can 
support the wireless router 20 that is disclosed in this invention. The mobile device 24 is 
preferably a two-way communication device having at least data communication capabilities. The 
mobile device 24 preferably has the capability to communicate with other computer systems on 
the IntemeL Depending on the functionality provided by the mobile device 24, the mobile device 
24 may be referred to as a data messaging device, a two-way pager, a cellular telephone with data 
messaging capabilities, a wireless Internet appliance or a data conmiunication device (with or 
without telephony capabilities). 

Where the mobile device 24 is enabled for two-way communications, the mobile device 
24 will incorporate a communication subsystem 211, including a receiver 212, a transmitter 214, 
and associated components such as one or more, preferably embedded or internal, antenna 
elements 216 and 218, local oscillators (LOs) 213, and a processing module such as a digital 
signal processor (DSP) 220. As will be apparent to those skilled in the field of communications, 
the particular design of the communication subsystem 211 will be dependent upon the 
conmiunication network in which the mobile device 24 is intended to operate. For example, a 
mobile device 24 destined for a North American market may include a communication subsystem 
211 designed to operate within the Mobitex mobile communication system or DataTAC mobile 
communication system, whereas a mobile device 24 intended for use in Europe or Asia may 
incorporate a General Packet Radio Service (GPRS) communication subsystem 211. • 

Network access requirements will also vary depending upon the type of network 219. For 
example, in the Mobitex and DataTAC networks, mobile devices such as 24 are registered on the 
network using a unique personal identification number or PIN associated with each mobile 
device 24, In GPRS networks however, network access is associated with a subscriber or user of 
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a mobile device 24. A GPRS mobile device 24 dierefore requires a subscriber identity module 

r 

(not shown), commonly referred to as a SM card, in order to operate on a GPRS network. 
Without a SIM card, a GPRS mobile device 24 will not be fiilly functional. Local or non-network 
communication functions (if any) may be operable, but the mobile device 24 will be unable to 
carry out any functions involving communications over network 219. When required network 
registration or activation procedures have been completed, a mobile device 24 may send and 
receive communication signals over the network 219. Signals received by the antenna 216 
through a communication network 219 are input to the receiver 212, which may patform such 
common receiver functions as signal amplification, frequency down conversion, filtering, channel 
selection and the like, and in the example system shown in Fig. 2, analog to digital conversion. 
Analog to digital conversion of a received signal allows more complex communication functions 
such as demodulation and decoding to be performed in the DSP 220. In a similar manner, signals 
to be transmitted are processed, including modulation and encoding for example, by the DSP 220 
and input to the transmitter 214 for digital to analog conversion, frequency up conversion, 
filtering, amplification and transmission over the communication network 219 via the antenna 
218. 

The DSP 220 not only processes communication signals, but also provides for receiver and 
transmitter control. For example, the gains applied to communication signals in the receiver 212 
and transmitter 214 may be adaptively controlled through automatic gain control algorithms 
implemented in the DSP 220. 

The mobile device 24 preferably includes a microprocessor 238 which controls the overall 
operation of the mobile device 24. Conmiunication functions, including at least data and voice 
communications, are performed through the communication subsystem 21 1 . The microprocessor 
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238 also interacts with further mobile device 24 subsystems such as the display 222, flash 
memory 224, random access memory (RAM) 226, auxiliary input/output (I/O) subsystems 228, 
serial port 230, keyboard 232, speaker 234, microphone 236, a short-range communications 
subsystem 240 and any other mobile device 24 subsystems generally designated as 242. 
Some of the subsystems shown in Fig. 2 perform communication-related functions, whereas other 
subsystems may provide "resident" or on-device functions. Notably, some subsystems, such as 
keyboard 232 and display 222 for example, may be used for both communication-related 
functions, such as entering a text message for transmission over a conununication network, and 
device-resident functions such as a calculator or task list. 

Operating system software used by the microprocessor 238 is preferably stored in a 
persistent store such as flash memory 224. which may instead be a read only memory (ROM) or 
similar storage element (not shown). Those skilled in the art will appreciate that the operating 
system, specific mobile device 24 applications, or parts thereof, may be temporarily loaded into a 
volatile store such as RAM 226. It is contemplated that received communication signals may also 
be stored to RAM 226. 

» 

The microprocessor 238, in addition to its operating system functions, preferably enables 

» 

execution of software applications on the mobile device 24. A predetermined set of applications 
which control basic mobile device 24 operations, including at least data and yoice 
communication applications for example, will normally be installed on the mobile device 24 
during manufacture. A preferred application that may be loaded onto the mobile device 24 may 
be a personal information manager (PM) application having the ability to organize and manage 
data items relating to the mobile device 24 user such as, but not limited to e-mail, calendar 
events, voice mails, appointments, and task items. Naturally, one or more memory stores would 
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be available on tiie mobile device 24 to facilitate storage of PIM data items on the mobile device 
24. Such PIM application would preferably have the ability to send and receive data items, via the 
wireless network. In a preferred embodiment, the PIM data items are seamlessly integrated, 
synchronized and updated, via the wireless network, with the mobile device 24 user's 
corresponding data items stored or associated with a host computer system. Further applications 
may also be loaded onto the mobile device 24 through the network 219, an auxiliary FO 
subsystem 228, serial port 230, short-range communications subsystem 240 or any other suitable 
subsystem 242, and installed by a user in the RAM 226 or preferably a non-volatile store (not 
shown) for execution by the microprocessor 238. Such flexibility in application installation 
increases the functionality of the mobile device 24 and may provide enhanced on-device 
functions, communication-related functions, or both. For example, secure connnunication 
applications may enable electronic conmierce functions and other such financial transactions to 
be performed using the mobile device 24. 

In a data communication mode, a received signal such as a text message or web page 
download will be processed by the connnunication subsystem 211 and input to the 
microprocessor 238, which will preferably further process the received signal for output to the 
display 222, or alternatively to an auxiliary I/O device 228. A user of mobile device 24 may also 
compose data items such as email messages for example, using the keyboard 232, which is 
preferably a complete alphanumeric keyboard or telephone-type keypad, in conjunction with the 
display 222 and possibly an auxiliary I/O device 228. Such composed items may then be 
transmitted over a communication network through the communication subsystem 211. 

For voice conununications, overall operation of the mobile device 24 is substantially 
similar, except that received signals would preferably be output to a speaker 234 and signals for 
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transmission would be generated by a microphone 236. Alternative voice or audio VO subsystems 
such as a voice message recording subsystem may also be implemented on the mobUe device 24. 
Although voice or audio signal output is preferably accomplished primarily through the speaker 
234, the display 222 may also be used to provide an indication of the identity of a calling party, 
the duration of a voice call, or other voice call related information for example. 

A serial port 230 in FIG. 2 would normally be implemented in a personal digital assistant 
(PDA)-type communication device for which synchronization with a user's desktop computer 
(not shown) may be desirable, but is an optional mobile device 24 component. Such a port 230 
would enable a user to set preferences through an external device or software application and 
would extend the capabilities of the mobile device 24 by providing for information or software 
downloads to the mobile device 24 other than through a wireless communication network. The 
alternate download path may for example be used to load an encryption key onto the mobile 
device 24 through a direct and thus reliable and trusted connection to thereby enable secure 
mobile device 24 conomunication. 

A short-range communications subsystem 240 is a further optional component that may 
provide for communication between the mobile device 24 and different systems or devices, 
which need not necessarily be similar devices. For example, the subsystem 240 may include an 
infrared device and associated circuits and components or a Bluetooth™ communication module 
to provide for communication with similarly-enabled systems and devices. 

FIG. 3 is a high-level block diagram of a preferred embodiment of a routing system by 
which data items are routed to and from the mobile devices 24 in accordance with a further 
aspect of the invention. FIG. 3 introduces further complexity into the system in which the 
invention is used. As shown in FIG. 3, information services such as the Wireless Enterprise 
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Server 28a, Joe's E-Trade Service 28b, My ISP Service 28c, and My ASP Service 28dare all 
connected via WAN 18 to the wireless routing system 20. As described in figure 1, it is assumed 
in this figure that any of these host systems 28 can have one or more wireless enabled host 
services 40, 12 and 14 running within a computer running at the host system 28. For the 
remaining parts of this application this relationship will be assumed. The wkeless router 20 may 
be distributed across different geographic boundaries for redundancy and fault tolerance. As will 
be apparent to those skilled in the art, the arrangement shown in FIG. 3 assumes that wireless 
networks 26a, 26b and 26c are packet-based communication networks, although the invention is 
not limited thereto. Packet-based wireless networks 26 are widely used for data transfer and are 
therefore preferred for implementation of the invention. The mobile device 24 is adapted for 
communication within wireless network 26 via wkeless links 22, as required by each wireless 
network 26 being used. As an illustrative example of the operation for a wireless routing system 
20 shown in FIG. 3, consider a data item A, repackaged in outer envelope B (the packaged data 
item A now refmred to as "data item (A)")and sent to the mobile device 24 firom an Application 
Service Provider (ASP) 104. Within the ASP is a computer program, shnilar to the wireless 
mobility agent 12 or 14 in FIG. 1, running on any computer in the ASP*s environment that is 
sending requested data items from a data store 1 15 to a mobile device 24. The mobile-destined 
data item (A) is routed through the Internet 18, and through the wireless router's 20 firewall 
protecting the wireless router 20. Only authorized host systems can exchange data with mobile 
devices 24, thus reducing the chances of denial of service attacks or other security problems. 
Each host system is configured and setup by the operator of the wireless router 20. For one 
skilled in the art of firewall configuration this can easily be performed through direct operator 
commands, through a web interface, manually or programmatically. The wireless router 20 
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examines the mobile address infonnation contained in the outer envelope B to determine which 
wireless network 26 to route the data item (A) to.. The wireless router 20 then routes the data 
item (A) based on the mobile address in envelope B and then transmitted to the mobile device 
24d over wireless network 26c. In this example, the data item A could be an E-Mail sent from an 
Internet mail account, a calendar event, a database inventory item level, a field service call or 
odier important, 'just-in-time' pieces of data residing primarily at the host system 28d As shown 
in subsequent diagrams the wireless router 20 may also track the location of the wireless device 
24 by following incoming trafEc patterns, by receiving any information provided by the wireless 
network 26, and by receiving registration signals from the mobile device 24 when the user 
changes wireless networks 26. This later case may be performed manually by the user of the 
mobile device 24, so the RF component of the mobile device 24 can change frequency tables to 
match the new country being used. At any time a wireless device 24 might roam between 
wireless networks 26, so that a new path is required for data items. The path it takes might 
involve serious time delay as the user flies to another country or a different part of the same 
country. During this out-of-coverage blackout, the wireless router 20 is storing all data items to 
be eventually transmitted to the mobile device 24, and is periodically attempting to re-send any 
stored data items to see if the mobile device 24 has returned to a coverage area. . 

Another major advantage of the wireless router 20 is that the host services 28do not have 
to connect to every wireless network 26 they wish to support. This connection requirement to the 
wireless network 26 is done once by the wireless router 20 and can be used by all host services 28 
connecting to the wireless router 20. This connection to multiple networks could involve similar 
networks, dissimilar networks, or even different revisions of the same network. For a single 
company supporting a conmiunity of wireless mobile device users, it is very likely that a range of 
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dissimilar mobile devices 24 will need supportfrom a single host. The wireless router 20 can 
handle this, insofar as it provides a common access to all dissimilar networks and makes the task 
of hosting a host service relatively simple. In one embodiment, a network carrier may manage 
and operate only one wireless network 26, while another network carrier may manage and operate 
more than one wireless networks 26. Hence, the wireless router 20 facilitates the connectivity 
into and from one or more network carriers and their respective one or more wireless networks 
26. 

To provide this abstraction between the wireless network 26 and the host service 28 the 
wireless router 20 implements an addressing and router abstraction methodology. This method 
results in the wireless network 26 not needing to know about the host service 28, and the host 
service 28 not needing to know about the wireless network 26. Hiis abstraction is implemented 
by assigning each host service a Host Service Identifier or "Host Service Id", From the host 
service's point of view, the Host Service Id effectively replaces an identifier assigned by the 
wireless network 26. For example, in a Mobitex wireless network, this identifier is called a 
Fixed Station Terminal (FST) number, in a Datatac wireless network, this identifier could be 
called a Net ID and in GPRS this identifier could be associated to the Access Point Node (APN). 
The wireless router 20 assumes this wireless network-centric address and the host services are 
given a Host Service Id created by the wireless router system 20. Each host service 28 that is 
sold, licensed or enabled to wirelessly provide data to the mobile device is assigned a special 
Host Service Id number. This could be a string, an IPv4 address, an IPv6 address or .a proprietary 
string. The string is then manually or automatically configured within the wireless router 20; in 
preferably a database structure operating at or associated with the wireless router. As each host 
service 28 tries to connect and validate itself, the Host Service Id is used to confirm the identity 
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layer type protocol. Once through the firewall, the host service 28 connects to one of a plurality 
of host interface handlers (HIHs) 300. There can be any number of HIHs depending on the 
number of hosts that are configured and required in the system. The method used for this 
connection and for authorization of the connection is detailed in FIG. 5 as will be described later. 
The HIH component uses various parts of the database 340 to confirm and register the incoming 
host connection 28. The known hosts 340a sub-component of the database provides a way of 
validating that the host is known and marking its state as ^present* once the host is connected and 
authorized. Preferably, once the host connection is established, a secure and authenticated point- 
to-point conmiunication connection is ready for the exchange of data between the host system or 
service and the wireless router. In an embodiment of the present invention, there are a plurality of 
such communication connections between the wireless router and a plurality of host system or 
services. 

The next component that works closely with the HDH 300 is called the wkeless transport 
handler (WTH) 306. The WTH 306 takes responsibility for data item transfer to and from the 
mobile device 24. Depending on the load of traffic, and the number of mobile devices in the 
system, there may be a plurality of WTH 306 components operating in the system. The LAN 
backbone 314, using something like a TIBCO queuing system, combined with the work 
dispatcher 302, allows each component of the system to scale as large as needed. The WTH 306 
component will be expanded and described furtiier in FIG. 6. The next component is the network 
interface adapter (NIA) 308, which could have a conmiunications link directly to the WTH 306, 
or the NIA 308 could be accessible via the LAN network backbone 314. This alternative 
embodiment is shown in greater detail in FIG. 6. The NIA 308 provides the direct interface to 
the wireless network 26 being supported. Since many of the current wireless data networks 26 



-29- 



wo 02/052798 PCT/CAOl/01814 
have unique communication connection requirements, this component preferably buffers the 
other wireless router components from many of the specific nuances of the particular wireless 
network it is in communication with. In a preferred embodiment, the NIA 308 isolates the WTH 
306 from much of the details of communication links and physical interface requirements of each 
wireless network 26. There could be any number of wireless networks 26, all with their own 
connection methods. In some it could be a proprietary protocol over X.25, like the Mobitex or 
Datatac networks. In other it could be a proprietary protocol over TCP/IP, like newer version of 
the Datatac network. In other cases, it could be an IP connection, supporting either a TCP or 
UDP data exchange method, like the CDMA. W-CDMA, and GPRS networks. 

To further enhance the wireless router 20 there are other support components that could 
either exist separate, or be built into a single component . The first of these is the work 
dispatcher 302. The work dispatcher' s 302 role is defined more clearly in FIGURES 5-6. One of 
the ftinctions of the work dispatcher 302, is to assign a specific WTH 306 to a mobile device 24 
so that all data items are routed through the same WTH 306. If a WTH 306 fails, the work 
dispatcher 302 finds a new WTH 306 to take its place. Additionally, if one WTH 306 becomes 
too busy or is handling an undesirably large traffic load, the work dispatcher 302 can assign data 
items that are to be routed to the mobile devices 24 to instead roimd robin to multiple WTHs 306. 
This is one example of how the fault tolerant and scalable system is built, and a fault tolerant 
queuing system like TIBCO may solve this problem very easily. In the other direction, the work 
dispatcher 306 finds the correct HIH 300 to accept data items from mobile devices 24. Since a 
host'service 28 can preferably connect to any HIH 300. the work dispatcher 306 finds the HIH 
300 that has responsibility for or is associated with the host-router communication connection 
initiated by the correct host service 28, and routes the data appropriately. Recall that each host 
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service 28 connects and is assigned round robin to the next available HIH 300. This process is 
described m detail in FIG. 5. 

Another preferable component in the wireless router is the peer-to-peer (P2P) messaging 
component 304. This component is optional, but provides desirable peer-to-peer message routing 
facility, which allows mobile devices 24 to send directly to other mobile devices 24. The P2P 
component can- perform the functions similar to an Instant Messaging gateway, but in this case 
for mobile devices 24. In some networks, where the mobile's identity might not be static, a 
mobile device 24 cannot easily send a message to another mobile device 24. In other networks 
SMS (short message service) solves this problem and provides a limited 160 character data 
exchange. The wireless router 20 has a store and forward structure that permits it to offer SMS 
and wireless messaging simultaneously to all wireless devices 24. 

Registration and billing are two other components 310 that have been combined into one 
area. These two components could be separated or merged, it is the functionality that is 
important. Registration involves keeping track of all valid mobile devices 24 and tracking their 
location when they make major wireless network 26 changes. These changes are propagated to 
the associated database 340 and used by the work dispatcher 302 for important work assignment 
decisions. For example if a mobile device 24 travels to another country it might be necessary to 
move the responsibility of data item delivery to another WTH 306 component. As part of the 
registration function, the user of the mobile device 24 will be provided with added security. 
Services and mobile devices must be registered and authenticated before they can exchange data 

The billing component keeps a running tally of the services and amounts of data 
exchanged between each host service 28 and each mobile device 24. The billing component 
receives messages via the LAN network backbone. For example by using a TIBCO architecture 
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it would be possible to broadcast billing messages to a group of billing components 310. 
Depending on the load of traffic multiple billing components 310 could be processing and saving 
the billing information to the database 340. Each record could have lots of information pertinent 
to generating complex and relevant billing information. For example it might be possible to save 
the size of the data exchanged, the time of day, the duration, the type of service access and other 
key pricing elements. There is a more detailed description of this operation in Figure 7 . 

Another optional component would be the additional network interface adapter (NIA) 312 
being used for registration and billing 310. This additional NIA 312 is present to ensure Uiat 
normal packet traffic does not delay or hold up registration, billing and security services 3 10. A 
common registration method within the registration and h illin g component, would be for 
receiving registration packets when a mobile device 24 first starts, or when they change countries. 
Normally billing and registration information is very critical so the wireless router 20 has the 
flexibility in design to provided dedicated NIAs 308 for this purpose. 

In reference to FIG. 8, this diagram presents preferable protocol layers used within the 
host service 28, within the wireless router 20 and within the mobile device 24. One reason the 
wireless router 20 can offer the services and features it does is because of the protocol layers used 
to exchange data. Other protocols or protocol layers could be substituted for Internet standard 
protocols. 

Turning now to FIG. 8 the first protocol layer in the host service 28 is the original data 
400. The original data 400 acts as the payload of the message, i.e. the data that is communicated 
to the mobile device 24. The original data of the message 400 might be extracted firom some 
database for the purposes of being pushed to the device 24, it could be a response to a request 
fi-om the device 24, or could be real-time response to a mobile device's 24 query. In some cases, 
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only a portion of the original data is acts the payload. The original data could have a wide-range 
of data processing and transformations performed on it. For example, the data could be 
tokenized, transcoded, compressed, encrypted, signed, authenticated, encoded, enveloped, or may 
other data transforming steps. These transformations are conunon in wireless data transmissions 
to optimized bandwidth, reduce cost, provide end-to-end security or to provide authentication 
services. When the host service is within a corporate enterprise computer system environment, 
security is mandatory, so that all sensitive or confidential corporate data is not compromised. 
This processing preferably takes place before the data exits the firewall of the corporate 
enterprise computer system. The message could also be tokenized, translated or some other 
transformation could be applied to it For one skilled in the art of protocols, it is clear that the 
payload could be 'prepared' for shipment in many ways depending on the requirements of the 
sender and receiver. Once the correct enveloping is performed, the original data is then given to 
the protocol for the wireless router 405 layer to prepare it for the next step. 

The protocol for the wireless router 405 is primarily a routing protocol for the wireless 
router 20. A goal of the protocol for the wireless router 405 is to carry a 'destination* field that 
indicates the destination of the message. Another use of the protocol for the wireless router 405 
is to provide a control field for demultiplexing information ("control information") at the host 
system. FIG. 1 shows a Host Service Agent 12 that is demultiplexing one data conununication 
connection to the wireless router 20 across three host services 42-46. This control information 
can be carried in the protocol for the wireless router 405 and would be preferably transparent to 
the wireless router 20. Transparent in the sense that the wireless router need not act on the 
control information. The presence of the protocol for the wireless router 405 provides a method 
to abstract the wireless network 26 from the host service 28, and it can facilitate a method for 
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abstracting the address of the wireless device 24 from the host service 28. For example if the 
mobilfi device 24 address, as used by the wireless network, is a dynamically assigned, private IP 
address, (created in some cases by the wireless network), then multiple mobile device addressing 
translation can be performed within the wireless router 20. The protocol for the wireless router 
405 adds routing information for the wireless router in either direction (i.e., data traffic from the 
mobile device to the host service or data traffic from the host service to the mobile device), 
depending on the destination. When the host service 28 is sending a message to the mobile 
device 24, the message includes at least the original data 400, the protocol for the wireless router 
405 and an identifier that corresponds to the mobile device 24. This identifier could be a real 
device identifier like a MAN (Mobitex Access Number) identifier or LLI (Logical Link 
Identifier) identifier, as used in the Mobitex and Datatac networks lespectively. Other examples 
include a serial number for the mobile device, an email address or codename of the user of the 
mobile device. The identifier could also be an IP address, MSISDN or MSI in the case of GPRS. 
In some situations, i.e. when using dynamic, private IP addresses in GPRS, the device identifier 
could be a PIN-like number assigned at manufacturing time. In this latter case, the wireless 
router 20 preferably has the ability to dynamically map 'Device PIN' to *Real Device ID' within 
the wireless router database 340 as data items arrive at the wireless router. In the other direction, 
when the message comes from the mobile device 24 to the host service 28 the destination field is 
the Host Service Id. The Host Service Id allows the wireless router 20 to locate the correct host 
for the data message. The mobile device 24 is given the Host Service Id preferably when it first 
registers for the host service, either over the wireless network ("over the air") or through a 
separate channel, i.e. a telephone call and it can be manually entered by the user. In other cases, 
when the mobile device is initialized at the corporate enterprise computer system or at the mobile 
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device reseller, distributor or manufacturer with one or more host services, the mobile device is 
populated with the corresponding host service identifiers. For one skilled in the art there could 
be some further additions made to this protocol, or other ways to encode the information, but the 
intent is the same. For example, it might be possible to place some limited control information 
into the protocol for the wireless router to inform the receiver that the original data 400 is 
encrypted or compressed. There could be a control code so that a representation of flie conunand 
could be exchanged between the two end points, meaning that there would be no original data 
400 in the data item. Another piece of information that could be added, may be a host service 
name. The service name could be used by a Host Service Agent 28b to demultiplex and send 
data to multiple host services above it 28c and 29d. In this situation the host service name is used 
as a control code between one or more mobiles and the Host Service Agent 28b. One advantage 
of doing this is that only one host-router communication connection from the Host System is 
required, instead of two. This reduces the number of holes in the foewall 10, which would 
reduce security risks and be more acceptable to the IT department managing the corporate 
enterprise computer system for the host system. 

Once this protocol for the wireless router 405 is added it may be transported across a 
conununications connection/link to the wireless router 20. As already discussed there are many 
protocol choices for carrying the original data 400 and the protocol for the wireless router 405 to 
the wireless router 20 from the host system or service. The TCP/IP and HTTP/XML choice are 
preferred . The main goal of this protocol is to provide a tunnel across the communications 
connection/link between the host system 28 and the wireless router 20, The tunnel carries all 
data in both directions and any other control information required between the two ends. The 
point-to-point delivery protocol 410 preferably provides one or more of the following properties: 
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(a) It should be continuously connected so that data can flow quickly and easily with little 
overhead. Since large quantities of data are being exchanged asynchronously with a 
community of mobile devices 24 it is important to stay on-line constantly and add little 
overhead. 

(b) It should allow for control messages to be exchanged with the wireless router 20. During 
transmission and reception of data it is important to have the ability to acknowledge packets 
have been delivered. Since one pipe is carrying the payload for a cooMnunity of mobiles 
there is a lot of control data being exchanged. 

(c) It should be able to offa: flow control and guaranteed end-to-end acknowledgments. Since 
the wireless networks are generally slower then land-line networks it is important the 
wireless router 20 can flow-control and throttle the host service 28. When the host service 
28 is pushing information to mobile devices 24 this has the potential to overwhelm the 
storage and delivery capacity of the wireless router 20. If messages aren* t getting through to 
the mobile device 24 the host service 28 should naturally be told to hold back delivering 
more data until the first data items are delivered. This is already possible by using the 
message acknowledgements on a per-mobile basis, but a situation can occur where a given 
host service 28 is overwhelming the wireless router 20 with data across thousands of mobile 
devices 24. 

Once the point-to-point delivery 410 of the original data 400 and the protocol for the 
wireless router 405 is complete, the wureless router 20 can route the message based on the 
protocol for the wireless router 405. It performs this routing by looking in the destination field of 
the protocol for the wireless router 405 . The destination field will either have a mobile device 24 
identifier, or a Host Service Id. Figures 5-7 describe in greater detail how this routing function 
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takes place. If the message is going towards the mobile device 24, the wireless router 20 adds a 
transport layer 415 for guaranteed delivery and performs any necessary 'always on' activities 415 
to assure it can reach the mobile device 24. For example in GPRS the always on activities might 
involve sending an SMS message to the device 24 requesting that it activate a PDP Context and 
get an IP address assigned to it. The transport protocol may range iii design and style. In the 
other direction the wireless transport 20 would strip off the wireless transport protocol 415. 
What is generally important in the transport layer 415 are one or more of the following 
properties: 

(a) It should be designed as a loosely-coupled transport of information to the wireless device 24. 
This means that using a session-based, aggressive message delivery can be a problem. 
Given the number of marginal coverage and out-of-coverage anomalies that can take place in 
the wireless network 120, 130, 140 the transport should have some 'very lax* delivery 
requirements to ensure messages are received. 

b) It should offer a connectionless, datagram reassembly delivery method. Many connection- 
based transports have been tried, including modifications to the Transport Control Protocol 
(TCP) used on the Internet with limited success. What works best is normally a 
fragmentation and reassemble method that simply ensures the fragments anived in a specific 
order so they can be reassembled. Delivery pattems for each packet in a message can range 
from seconds to days, depending on the state of the mobile. For example the user of the 
mobile device 24 might have received one packet of a message just as they stepped onto a 
plane leaving for another country. They user won't get the second packet of the message 
until they land many hours or days later in the new countiy, assuming it has a supported 
wireless network 120, 130, 140. 
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c) It should be able to accept network control messages and feedback if available. Some 
wireless networks will inform the wireless router 20 what is happening to the mobile device 
24. These feedback messages are essential to improving the delivery experience. Control 
messages like: 'Mobile back in coverage*, 'Mobile out of coverage*, 'Mobile turned off, 
'Base station is congested*, and 'Network congested* are all important indicators that affect 
how to deliverpackets to the device 24 in a network-ftiendly manner. 

When sending to the mobile device 24, the wireless transport protocol 415 then adds the 
necessary network protocols 420. Some networks have proprietary network protocols, like 
Mobitex and Datatac, others networks like GPRS offer native TCP/IP or UDP/IP connection 
alternatives. Generally speaking the UDP/IP protocol is the preferred protocol for a network like 
GPRS, as it provides the loose coupling needed to deliver a series of packets to construct the 
message. The wireless network 26 then uses the network protocol 420 to route the packet to the 
correct mobile device 24. Once received by the mobile device 24 it proceeds to remove the 
network protocol 420, the wireless transport protocol 415 and the protocol for the wireless router 
405, to get at the payload 400. If necessary, the mobile device 24 will respond over the wireless 
transport 415 to acknowledge reception of the packet. If requested in a network like GPRS, the 
mobile device 24 will also open a PDP Context and acquire an IP address so that data can be sent 
to the device from the wireless router 20. Jn the end, the correct use of these protocols makes die 
wireless router 20 a perfect abstraction and wireless tool for connecting host services 28, 100, 
102 to a community of mobile devices 24. 

In the other direction when the wireless router 20 receives a packet from the mobile 
device 24 it preferably first strips off the network protocol 420 and retains the mobile device 24 
identifier. If not akeady present the wireless router 20 places the mobile device 24 identifier into 
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the source field of the protocol for the wkeless router 405. Next it removes the wireless transport 
protocol 415 and performs any necessary acknowledgments needed. It then reads the Host 
Service Id from the destination field of the protocol for the wireless router 405. It packages at 
least the original data 400 and the protocol for the wireless router 405 into the point-to-point 
delivery protocol 410, and then the packaged data is delivered to the host service 28. The host 
service 28 removes the point-to-point protocol, and sends back an acknowledgement if necessary. 
The protocol for the wireless router 405 is examined for control sequences, host names and the 
mobile device 24 identifier. The original data 400 is then passed to the correct host sendee 28a, 
28b, 28c or 28d using the Host Service Id and the host service name if present. 

Turning now to FIG. 10 this illustration presents another variation of the protocol layers 
that are used with the wireless router 20. This traditional view shows how each protocol layer 
fits into the adjacent layers. Starting from the host service (top of the diagram) the original data 
400 is the reason for the message to be transmitted, A message is then constructed from the 
original data and a wireless router protocol (WRP) 405. The WRP 405 contains at least a 
destination address (a mobile device 24 identifier) when it is leaving the host service 28. Another 
message is then constructed that contains the original data 400, the WRP 405 and an end-to-end 
protocol 410. The end-to-end protocol 410 contains at least a wireless router 20 address (an IP 
address when using TCP/IP for the data connection method) a conmiand sequence and a message 
length. The conunand sequence would be commands like *data*, 'acknowledgement', *flow on' 
or 'flow off . This message is then sent over the land-line network connecting the host system 28 
to the wireless router 20, shown in FIG. 10 as the Internet. 

The wireless router 20 then will remove the end-to-end protocol 410 and is left with the 
WRP 405 and the original data 400. A new message is constructed that contains the origmal data 
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400, the WRP 405 and the wireless transport protocol (WTP) 415. The WTP 415 contains at 
least a transport header command, a packet Id, a packet sequence and a total message length. The 
transport command would be at least commands like: *data', 'acknowledgement*, *error' and 
'resend' . Another new message is then constructed from the original data 400, the WRP 405, the 
WTP 415 and the network packet 420. The network packet 420 contains at least the destination 
mobile identifier, and other components required by the network. If the Internet Protocol (IP) is 
being used then the destination mobile identifier would be the currently assigned IP address for 
the mobile device 24. This message then travels across the wireless network 26 to the mobile 
device 24. 

When the mobile device 24 receives this message it removes the network packet 420 and 
is left with the original data 400, the WRP 405 and the WTP 415. Next the mobile device 24 
then removes the WTP 415 and performs any acknowledgement requked by the WTP 415, 
Finally the wureless device 24 removes the WRP 405 and is left with the original data 400. In the 
opposite direction the say steps occur except that the destination address in the WRP 405 is the 
Host Service Id as defined earlier. The Host Service Id is exchanged with die mobile device 24 
so that it has a method of addressing the host service 28. 

In reference to FIG. 5 this illustration focuses on the host interface handler (HIH) 300, 
and its operation within the wireless router 20 to produce the features being claimed by this 
application. The HIH 300 is responsible for accepting connections and exchanging data between 
the host services 28 and the wireless router 20. The HIH also validates the initial host connection 
to ensure that another computer is not impersonating the host service 28. The HIH 300 also is 
involved with routing traffic to the correct wireless transport handler (WTH) 306 for delivery to 
the correct mobile device 24. 
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Turning now to FIG. 5 the first component shown is the firewall 1 10, now represented by 
one or more Cisco routers. For one skilled in the art it is clear that there could be many ways to 
implement a firewall 1 10, and a Cisco router offers good speed and cost performance. For the 
sake of this diagram the Cisco router is labeled a local director 330, as it directs incoming TCP/IP 
connections to the appropriate HIH 300, based on load balancing and traffic requirements. At 
this level the Cisco router confirms that the IP address comes firom a known Host Service 28 and 
allows the connection through to the HIH 300. The next step is for the host service 28 and the 
HIH 300 to perform a security exchange of keys using standard Internet methods. One method 
that can be used is the SSL (secure socket layer) connection method. Another method would be 
to use an HMAC mechanism for message authentication using cryptographic hash functions. 
HMAC can be used with any iterative ciyptographic hash function, e.g., MD5, SHA-1, in 
combination with a secret shared key. This method provides strong cryptographic and also 
provides good authentication as there is a shared secret key that is exchanged. The goal is to 
ensure that another host service 28 doesn't take over an incorrect host connection and receive 
their traffic. Whatever the method is used, the HIH 300 assigned to accept this host service 28, 
would authenticate, confirm and register the Host Service Id assigned to the connecting host 
service>28. In this system each host service 28 is assigned a Host Service Id, as a way to identify 
and route information to them. Jn other words the wireless router runs a simple Dynamic Host 
Control Protocol (DHCP) where the host names can be input manually by the operator of the 
wireless router 20, or they could be entered through a secure web site. The steps of 
authentication, confirmation and registration happen within the wireless router 20 through the 
Known Host Database 340a that is also accessible from the network backbone 3 14. The known 
host database 340a, working in conjunction with the work dispatcher 302, will become aware of 
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the host service 28 to HIH 300 assignment. This assignment is then placed in the Known Host 
database 340a so it can be used whenever necessary for message delivery and routing. If there 
are any problems with either end of the connection, the work dispatcher 302 can re-assign the 
connection to ensure continuous host service 28 support. Both the known host database 340a 
and the work dispatcher 302 are mirrored in operation to provide greater fault tolerance in the 
system. Once the connection is established a two-way, bi-directional pipe is established that 
allows for data exchange with any number of mobile devices 24. As shown the known host 
database 340 will contain at least the host name, the Host Service Id, security information used 
when establishing a communication link, and the currently assigned HIH 300 if there is any. For 
one skilled in the art of data communications there might be advanced parameters in the known 
host database 340a for the state of the host service 28 connection, i.e. whether it is flow 
controlled or not. There could be other parameters indicating the number of outstanding 
messages from the host service 28, the length the connection has been established, and the owner 
or company of the host service 28. 

After the data path is established the host service 28 can send data to mobile devices 24 as 
needed, without solicitation or being requested by the mobile device 24 user. For each message 
that arrives to the wireless router 20, it is tagged, saved and given to a WTH 306 for delivery. 
The work dispatcher 302 again turns to the database 340, this time looking at the mobile device 
24 identifier, the mobile's status and mobile's location to determine which WTH 306 should be 
assigned the task of delivering the message. Different WTH 306 are assigned different networks 
types and countries, so these factors are also taken into account when the mobile's status and 
characteristics are checked. The mobile device 24 identifier in the destination field of the 
protocol for the wireless router 405 will indicate what network type is appropriate for this 
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message. Once the assignment is made, the HIH 300 is infonned so that it can cache the 
information for future data exchanges with this same mobile device 24. By keeping a cache of 
these assignments, the number of database hits is kept to a minimum and the work dispatcher 302 
does not become the bottleneck of the wireless router system 20. During this process the billing 
component will be given biUing records including fields like: the host name and Host Service Id, 
the connection time of the host service 28, the number of messages and their sizes exchanged, 
the types of services being accessed, the times of all data exchanges and any other relevant data 
that could affect billing information. 

As messages are delivered to mobile devices 24 it is up to the WTH 306 to inform the 
HIH 300 of the completion. This allows the HIH 300 to send a final confirmation to the host 
service 28, if it is supported over the interface being used, and allows the original message to be 
removed jfrom the mobile database 340b as having been delivered to the mobile device 24. 

As shown in FIG. 5 the mobile database 340b has many fields, and it has at least fields 
that identify the mobile device identifier, the network type of the device, the physical connection 
number, the current state, the data status and an array of data items that might be pending or 
unacknowledged. The physical connection number is used when more then one link is available 
to a specific wireless network 26, Some networks impose requirements for traffic flow into the 
network to load balance the system. The Mobitex network in the US has just such a restriction 
and has sub-divided its network into regions to improve delivery. The mobile database 340b will 
be discussed further in FIG. 6. 

In the other direction as mobile device 24 messages come up from the WTH 306 they are 
saved in the mobile database 340b and passed up to the correct HIH 300. If the very first 
message in either direction comes from the mobile device 24, the WTH 306 can ask the work 
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dispatcher 302 where to find the host service 28 that belongs to this message. This routing 
technique is possible because the mobile device 24 places the Host Service Id in each message it 
sends to aid in the routing of the messages to the correct host service 28. This is important 
because one user working at one mobile device 24, could have access to many host services 28a, 
28b, 28c and 28d through the same wireless router 20. If for some reason the host service 28 has 
not connected yet, the message waits in the mobile database 340b for some configured amount of 
time for the host service 28 to reconnect. The host service 28 might have had a temporarily 
failure, the Internet link might have drop the connection momentarily, of the host service 28 
crashed and is coming back to life. Once the host service 28 is confirmed the message is then 
routed to the coixect HIH 300, where it is routed to the host service 28. Once it is confirmed the 
message is deleted firom the mobile database 340b. After this route is established between the 
WTH 306 and the HIH 300, it is kept in a cache to reduce the number of database hits. During 
this process of message delivery from the wireless device 24 to the host service 28 a billing 
record is written to the billing component so that a record is kept of all data exchanges, the time 
of the exchange, the network it originated on and any other pertinent information needed for 
billing the customer or the user. 

Another routing method offered by the wireless router 20 is the ability for mobile devices 
24 to send directly to each other without involving an external host service 28. In certain 
circumstances, a user of a mobile device 24 may wish to send a data item directly to another 
mobile device 24 associated with the same wireless router 20, without sending the data item to a 
host system 28. This is a common technique used in Instant Messaging systems and is very 
popular in desktop host systems. The peer-to-peer messaging component 304, in the wireless 
routing system 20 in HG. 5 enables such communication between mobile devices 24. If a data 
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item is to be sent jfrom the mobile device 24a to the mobile device 24b for example (not shown), 
then an identifier for the mobile device 24b is inserted as a destination address of the protocol for 
the wireless router 405. . Hie data item is then sent to the wireless router 20, which recognizes 
the destination as a mobile device 24 identifier, instead of a Host Service Id. In one embodiment 
of the invention, the data item is an E-Mail message that would use an SMTP address as the 
destination. If the data item address contains an *@' symbol, then the data item would be 
destined for a host service offering an E-mail service. Where a wireless network address or 
identifier, such as a MAN (Mobitex Access Number) or NET ID (a Datatac Host Id) for example, 
appears as the destination address however, the Peer-to-Peer Messaging component 304 
recognizes the message as a peer-to-peer message. 

Under control of the peer-to-peer messaging component 304, the wireless router 20 sends 
the data item back through the wireless router 20 to the mobile 24b, instead of through one of the 
host services 28. The data item is thus forwarded to the mobile device 24b without having been 
sent to a host service 28 associated with the mobile device 24. Such functionality is particularly 
useful for example when the user of mobile device 24a is aware that the user of device 24b is not 
at the location of the host system 28. When the destination mobile device 24b is out of wireless 
network coverage, the wireless router 20 stores the data item to the mobile database 340b for 
delivery to the mobile device 24b when it returns to a coverage area of the network 26. 

In reference to FIG. 6 this figure focuses on tlie role of the wireless transport handler 
(WTH) 306 and the network interface adapter (NIA) 308 in the role of delivering and receiving 
data to a wireless network 26. As demonstrated in FIG. 5 the role of the work dispatcher 302 and 
the mobile database 340b are key to providing the routing operation required. In FIG. 6 another 
database is introduced the wireless transport and networks database 340c. This database holds 
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the relationship between WTH 306 and wireless networks 26. Since one wireless router 26 
supports any number of wireless networks 26, this is done by mapping wireless networks 26 onto 
different WTH 306 components. 

Turning now to FIG. 6 we can build on the description provided in HG. 5. For data 
arriving from a host service 28 there is an assignment made to a WTH 306. This assignment was 
briefly in FIG. 5, and was based on many factors. When the wireless router 20 was first built, 
there was an attempt to mirror every component to have at least one redundant element. In the 
case of the WTH 306, the work dispatcher 302 will have several WTHs 306 that can reach the 
same wireless network 26 and provide redundant service. Therefore, in addition to finding the 
correct WTH 306, that can provide access to the correct network, the work dispatcher 302 ensure 
the WTH 306 does it*s job. If the WTH 306 has aproblem, is overloaded, or some other problem 
exists, it will re-assign the message to another WTH 306 if the first one fails for some reason. To 
assist the work dispatcher 302 the wireless transport database 340c keeps track of all the WTH 
306, the wireless network 26 they support, their roles and their capabilities. Each WTH 306 
might talk to one or more NIA 308. The NIA 350 might be accessible direction or via the 
network backbone 3 14. This architectural decision is based on how closely coupled the NIA 308 
will be with the WTH 306. A closely coupled system means the two components can be 
optimized and improved to improve performance and throughput A loose coupling means that if 
an NIA 350 fails it is easier for the WTH 306 to acquire a new NIA 350 to serve the same 
purpose. In the loose coupling embodiment the WTH 306 would request a NIA 350 that 
connects to a given network via the work dispatcher 302. The work dispatcher would go to the 
transport database 340c to find an assignment of NIA 350 to wireless networi: 26 mappings. The 
wireless transport and networks database 340c has a range of fields to provide the functionality 
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necessary for the wireless router 20. The transport database 340c has at least the following fields: 
WTH number, the network that it is supporting and the connection number identified. Each 
WTH 306 can support many links to NIA 308 and thus to many wireless networks 26 

As part of the functionality offered by the wireless router 20, the WTH 306 is responsible 
for some very major elements. Specifically its goal is to ensure that messages are broken into 
network packet sizes, and that each packet of a given message arrives to the destination. 
Although this sounds easy, and there have been many transports written before this is especially 
hard in a wireless network 26. For example the authors of this application have created seven 
such transport layers over the past 10 years, each having different properties and methods for 
achieving the goal of guaranteed message delivery. This application is not claiming the 
implementation of a wireless transport layer, instead it is the synergy of a wireless transport layer 
along with all the other components of the wireless router 20 that create a solution bigger then 
their individual parts. 

Once the message has been broken into packets the WTH 306 selects the correct NIA 308 
to deliver the message. Each NIA 308 might have connections to many networks, and different 
NIAs 308 might have redundant links so that NIAs 308 are fault tolerant. The WTH 306 saves 
the state information of each mobile device 24 in the mobile database 340b and in a local cache 
known as the location database. This state information informs the WTH 306 whether the device 
24 has packets still pending, what the last delivery times were like and the last known NIA 308 
(network link) the device 24 was reached over. All this information makes it possible for the 
WTH 306 to provide the best possible ability to track and reach the device 24. To complement 
this the wireless router 20 also provides the ability to push information to the wireless device 24 
without the wireless device 24 user having to perform any action whatsoever. This ability is 



-47- 



wo 02/052798 PCT/CAO 1/018 14 

implemented either within the WTH 306, or in conjunction with the NIA 308. For example in 
the GPRS network, which is a data overlay on the GSM network, the NIA 308 implements a 
SMS-ping method to ensure the mobile device 24 always has a PDF context activated and thus is 
assigned an IP address. The NIA 308 also is capable of monitoring DHCP traffic to know when 
IP addresses are assigned or unassigned to mobile devices 24, also enhancing the ability of the 
wireless router 20 to track the mobile device 24. These entire enhancements provide an excellent 
message delivery experience for the mobile user 24, and it requires all the component working 
together to provide the end-user experience required to make the wireless router 20 an essential 
component of the wireless delivery and acknowledgement experience. 

In reference to FIG. 7 this illustration focuses on the billing and registration aspects of die 
wireless router 20. These components provide support functions within the wireless router 20 to 
further strengthen its abilities and features. As already discussed, the registration and billing 
services 310 is a discrete task that accepts bill records from one or more other wireless router 
components and preferably builds and maintains a billing database 340e (not shown). The billing 
records might come as UDP broadcasts, or through some special TCP channel to the billing 
component. Using a TIBCO information bus, the publish/subscribe model can be used very 
effectively for building billing records. The registration component 3 10 provides the ability to 
register new host services 28 and to register the movement of mobile devices 24 from one 
network to another network 26. 

Turning now to FIG. 7 there are several support services being presented for the wireless 
router 20 to make use of. The first of these are billing services 314, which are preferable to the 
tracking of data and traffic between all wireless networks and the host service 28. In this 
example the billing services 3 14 has been broken out into its own service entity. One advantage 
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of placing the billing services 314 in the wireless router 20, is that all billing requirements across 
all wireless networks 26a, 26b. 26c and 26d may be aggregated into a single bill for the user or 
corporation. A common practice in many companies these days is to deploy a range of network 
solutions to their staff. Corporate workers and executives are all now commonly outfit with both 
cell phones and wireless PDAs to solve a range of conununication challenges. Generating a bill 
for a single company, that has all traffic for all devices 24, on all networks 26a, 26b and 26c is a 
major challenge without having a wireless router 20 architecture. The billing component will 
allow for other components to deliver or send billing records to the billing component. 
Information for host-originated and mobile-originated billing messages will be defined. These 
billing messages preferably contain information like: name of the host service 28. the connection 
time of the host service 28, the number of messages exchanged and their respective sizes, the 
types of services being accessed, the times of all data exchanges and any other relevant data that 
could affect billing information. As a database of billing information is built up and refined it 
should be possible to bill customers using specialized billing techniques. Already common in the 
industry is the ability to bill based on time, on services accessed and on volume. Within the 
wireless router 20 similar bUling scenarios can also be created for with the correct information 
saved a very sophisticated billing scenario can be created where the operator of the wireless 
router 20 charges based on issues like: 'Host Service A, when access after peek hours can be used 
for data exchanges of up to 10,000 bytes without charge'. For one skilled in the art, it is clear 
that there are hundreds of different charging profiles that could be created to the installed base 
with the correct billing records. 

The next support element is for registration services 310. Registration services 310 are 
essential for registering various host services 28 and for allowing mobile devices 24 to inform the 
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wireless router 20 as to their current location. Another advanced use of the registration service 
310 is the ability to inform a newly sold mobile device 24 as to which services are available and 
which they already have access to. This is valuable when a mobile device travels to another 
country and only certain host services 28 are available from that country's wireless network. For 
instance, perhaps the host service 28a did not pay the extra costs of offering the service in that 
country, or perhaps there isn't a physical link to that wireless network. Whatever the case, the 
mobile device 24 has the ability to send a registration request and get a registration response from 
the wireless router 20. This exchange is possible because the registration service component 3 10 
has the ability to check the mobile service and assignments database 340 to see what services 
have been defined for this mobile device 24. Since the registration service 310 has a major 
conversation role with the mobile device 24, one embodiment provides a NIA 312 directly for 
each.registration server 310. Alternatively, the registration service 310 could also request the 
least busy NIA 312 from the work dispatcher 302 and use a round robin method to send and 
receive messages to mobile devices 24. The goal of providing the registration server 310 with 
their own dedicated NIA 3 12 is to ensure normal device trafSc does not slow down or congest the 
ability for registration requests to be received in a timely manner. 

These commands preferably permit the owner to control which host services are 
accessible by mobile users. In one embodiment, a secure web page requiring one or more 
passwords by the owner is provided and is coupled to the host interface handler 300 to permit the 
selection and transmission of such commands. 

The operation of the wireless routing system 20 is further illustrated in the flow diagrams 
in HGS. 9(a). 9Qoi), 9(c), 9(d) and 9(e). As shown in FIG. 9(a), flie wireless routing 20 is 
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normally in a waiting state designated S800. When a noiessage or signal is received, the type of 
message or signal is thendetermined in steps S802 through S808. The determination at step S802 
that a network control message has been received, i.e. something like a network coverage 
message. These aspects of coverage are detailed in FIG. 9(b) labeled *B', shown in step S820. 
The wireless router 20 uses network features and facilities, when available, to enhance the 
delivery experience and build up a better wireless transport layer. Tlie next test is to determine 
whether a network data message S804 was received. Since we don't have a network control 
message S802 the message could be a data message from the mobile device 24. If not a network 
data message S804 it could be a data item send from the host service S806. If the message is not 
a data item sent form the host service S806 it could be a registration message S808. If it is not 
any of these then it could be an unknown message, or a message that is not dealt with in this 
application S854 and in this case we retum to the wait state to wait for more messages or signals 
S856. 

If the message is a network data message S804, then it could be a wireless transport 
control message S822 or an actual data message S826. If it is a wireless transport message the 
flow chart expands in FIG. 9(c) S824. Otherwise if the message is actual data for the host, the 
wireless router 20 tries to confirm that the destination host is known and currentiy connected 
S828. If the host is not currentiy connected the information is saved in the database 340 to wait 
for the host to reconnect S832. If the host is present the information is passed up to the host 
following tiie logic described in earlier figures S830. 

If Uie message is a data item from a host service S806 then a further test is performed to 
see if the message is a point-to-point control message S842 or it is actual data S844. For both 
cases, the flow chart continues on FIG. 9(d) S842 & S844, If tiie message is a registration 
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message S808 the first step is always to confirm the device*s registration by re-registering the 
device S850, then the flow chart continues on FIG. 9(e). 

Turning now to FIG. 9(b) this represents the flow chart to handle network control 
messages within the wireless router 20. There could be a wide range of network control message, 
depending on what is supported in the target wireless network, this data flow will show some of 
the most conmion messages and their side effects. If the device is entering coverage S860, is 
leaving coverage S864 or the device is congested S866, they all confirm that the device is known 
and registered S870. If the device is not known S872 the signal is ignored and the wireless router 
returns to wait for more messages or signals (A). Otherwise the current location is updated S874, 
and depending on the type of signal a branch is taken. If die signal was that the device was 
entering coverage S860, the database entry for this mobile is marked to indicate that it is capable 
of receiving data again S876. In this case all pending data is sent following the transport rules to 
govern the transmission of data. If the signal was that the device has left coverage S862 the 
database entry for this mobile is marked to indicate no coverage and any data transmissions to the 
device are stopped S878. If the signal was that congestion was occurring to the device S866 or to 
the base station supporting the device, then the database entry for this mobile is marked as 
congested and aggressive back-off and pacing is preformed S880. Once the database is modified 
and the transmission is affected the wireless router 20 returns to the waiting state (A). 

If the problem is more serious and the network is congested S866 then a global pacing 
algorithm is employed to reduce the dataflow through the NIA 208 supporting that link S882. 
Then the wkeless router returns to wait for additional data or signals (A). If it is not of these 
signals it could be another minor signal not examined here S868. In this case the signal is 
processed and the wireless router returns to wait for more data (A). 
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Turning to FIG. 9(c) this represents the processing needed when a new transport control 
message arrives. The first step is to see if the message is registering a new IP address for a 
mobile device S900. This can take place when the wireless router sends a request to the device to 
acquire an IP address, or when the device spontaneously acquires an IP address. In this situation 
the new IP address is saved S906 and the database is checked to see if any pending data exists for 
this mobile device S908. If there is data the data is sent foUowing the normal transport rules. If 
the signal was a transport level packet acknowledgement S902, then the current outstanding 
packet counters must be changed S910. Once these values are adjusted the wireless router will 
inform the host of the acked data S912, so the host can purge the data firom its pending queues. 
Then a test is performed to see if any packets are pending for the mobile device S914. If so they 
are sent using the mobile's current state, and following the fiill transport rules S916. If there is 
no data the wireless router returns to wait for more messages or signals (A). Finally if the signal 
was a transport level packet negative acknowledgement S904' the software will again change the 
outstandmg counters S918. The software wiU also change the device state to indicate the faUure 
and if the failure continues the device might be marked out-of-coverage. Any missing data items 
are then resent using the mobile's new status and the fuU transport rules for message delivery 
S920. When this is done the wireless router returns tb wait for more messages or signals (A). 

Turning now to FIG. 9d this data flow diagram shows the high-level processing 
performed on data items from the host service. The message from the host could either be a 
control message or a data message. The first test is to determine which of the two types of 
messages have been received 930. If it is a control message, the first type of control message 
checked for is a previous acknowledgement for infomation sent to the host S932. If an Ack was 
received then the wireless router 20 can purge any data waiting for this confirmation S934. If the 
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packet was not an ack perhaps the host service is completing the login sequence and is 
authenticating and getting fully connected S936. If this is the login sequence taking place the full 
login is completed and the host is registered S938. Otherwise there could be other less critical 
control sequences not directly presented in diis application S940. In aU case the software returns 
to wait for more signals or data (A). 

If the message was not a control message then the host may be trying to send data to a 
mobile device 24. To verify that this is host data a test is performed on the message to confirm 
its header message type and format are accurate S942. This includes a test on the destination 
mobile address to confirm that it is valid. If the device identifier is missing, malformed, invalid 
or the user's device is in some kind of error state (bills have not been paid), then further checks 
are performed on the message. If the message is something other then data, or if the fonnat is not 
recognized, S944 the wireless router might try to perform some other operations that are less 
critical S944. Once this is done the software returns to wait for more messages or signals (A). 
The next step is to verify that the destination mobile device has an address at the moment S950. 
For one skilled in the art it will be remembered that it is possible for the mobile device 24 to have 
lost its IP address assignment due to an extended idle period. If the mobile device 24 does not 
have an identifier, like an dynamic, private IP address as used in GPRS, then the device will send 
off a request to the device to acquire the address S952. This will cause the device 24 to open a 
PDP context in GPRS and acquire a new IP address. Once this request is made the software goes 
back to wait for more messages and signals (A). If the device does have an identifier the 
software checks to see if any other data is pending to this device S954 and if so it will save the 
new data after the current data S956. Then it will return and wait for more messages and signals 
(A), If there is no other data pending the software will send the data foUowuig the mobile's 
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Status and using the full transport layer protocols for delivering the data S958. Then the software 
returns to (A) to wait for more messages and signals. 

Turning now to figure 9e there is a data flow diagram for registration events that can 
occur within the wireless router 20. The first stepJs to determine what type of registration event 
has taken place. The first test is to see if the device has sent a formal device registration request 
S960. This formal requests causes a full Registration Response to be returned that contains all 
valid services for the mobile device S970. The wireless router 20 also takes this opportunity to 
mark the position of the device in the position database S970. After this the registration response 
is physically sent to the device over the wireless network S972. The software then returns to wait 
for more messages or signals (A). The device might, also be sending a registration signal 
indicating that it has moved to a new network, and/or country S962. If this is true then the 
mobile location database is updated S974 and any pending data is transmitted to the mobile 
following its status and full transport rules S976. When this is complete the software returns to 
wait for more messages or signals (A). 

If there are other registration services they are lower priority and not handled in this 
application S968. Once handled the software returns to wait for more signals and data (A). 

Having described in detail several preferred embodiments of the present invention, 
including preferred methods of operation, it is to be understood that this operation could be 
carried out with different elements and steps. It will be appreciated that the above description 
relates to preferred embodiments by way of example only. Many other variations of the invention 
will be obvious to those knowledgeable in the field, and such obvious variations are within the 
scope of the invention as described and claimed, whether or not expressly described. 
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For example, routing system functions may be distributed differently than described 
above according to the second embodiment Further routing functions may possibly be distributed 
to additional distinct functional components, to improve scalability and reliability of the 
invention, or separate routing functions might instead be combined and provided by common 
functional components. For example, where the routing system is implemented primarily in 
software, the wireless transport functions could be further distributed among multiple computers. 
Similarly, functions performed by the protocol handlers and dispatchers may possibly be 
combined and executed on a single computer. A system designer can determine the degree of 
distributed processing and the routing system can be implemented accordingly. 

Although the conmiunication links between the wireless transports and packet blasters or 
wireless networks can be very long-range links, it might also be preferable to provide separate 
routing systems for geographically distant wireless networks. For example a routing system 
serving the Mobitex and DataTAC wireless networks in North America could be linked with a 
further routing system which serves a GPRS network in Europe. This would preferably be 
accomplished by configuring at least one protocol handler in each routing system as a bridge 
component, through which the routing systems can send data items and possibly configuration 
information, wireless network address and subscriber information and the like. 

Fig. 11 is a system diagram illustrating two examples of data flow. In a first instance, 
data originating from a host service to a mobile device through a common .router. In a second 
instance, data originating from the mobile device to the host service. 

In the first instance, after certain initialization steps (such as establishing the point-to- 
point communication 16 between the wireless router 20 and the host service 10'), a first data 
message (reference 'B*) is sent to a wireless router 20 from a furst host system 10 such as 
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corporate enterprise computer system 28 having a first host service communicating as 
messages to and from a message server. The IBrst data message mcludes a first payload 
(reference 'A') and a first mobile destination identifier (reference *Mr). The first data 
message is received at the wireless router and then examined. Next, a second data message 
(reference 'C') is generated for transmission on a wireless network. The second data message 
iQcludes the payload A, and a second mobile destination identifier (reference 'M2'). The 
second data message is then routed to the wireless network for eventual receipt by a mobile 
device associated with the second mobile destination identifier. In a preferred embodiment, 
the receipt of the second data message at the mobile device results in an application 
associated with the second data message to further process the information contained therein. 
In the instance where the.payload is an encrypted email message, the email is decrypted and 
then presented to the user of the mobile device. - 

A second instance is now described wherein the data message originates from the mobile 
device. In this case, a third data message is received from the mobile device at the wireless 
router. The third data message mcludes a second payload (reference 'E'), the second mobile 
destination identifier (reference *M2') and a host service identifier (reference *Hr) associated 
with the second payload. The third data message is examined and a fourth data message 
(reference F) is then generated having the second payload and the first mobile destination 
identifier therein. The fourth data message is then routed from the wireless router to the host 
service. 

In one embodiment, there is provided a method to route data items between a plurality 
of mobile devices and a plurality of host services, the method comprising of the following 
steps: (a) generating a mobile data itfem, at a mobile device, comprising of: a host service 
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identifier; and, a data payload; (b) preparing, a wireless network message containing the 
mobile data item by: adding to the mobile data item a wireless network protocol conforming 
to protocols required by a wireless network associated with the mobile device; and. 
addressing the mobile data item with an address associated with a wireless router; (c) 
transmitting the wireless network message via the wireless network to the wireless router; (d) 
upon reception of the wireless network message at the wireless router: removing the wireless 
network protocol from the wireless network message thereby recovering the mobile data item; 
extracting at least a mobile identifier from the wireless network message; adding the mobile 
identifier to the mobile data item; routing the mobile data item to a host service 
corresponding to the host service identifier in the mobile data item. 

In another embodiment, there is provided a method to route data between a plurality 
of mobile devices and a plurality of message servers comprising of the following steps: (a) 
generating a mobile data at a mobile device comprising of: a destination identifier; and, an 
encrypted data payload comprising a body of an email message and addressing information 
for the body; (b) generating a wireless network message comprising: the mobile data, a 
wireless network protocol layer conforming to protocols required by a wireless network, and 
a wireless router address; (c) transmitting the wireless network message via the wireless 
network to a wireless router; (d) upon reception of the wireless network message at the 
wireless router: removing the wireless network protocol layer from the wireless network 
message thereby extracting the mobile data; adding a mobile identifier to the mobile data, if 
the mobile identifier is not already contained in the mobile data; routing, via the Internet, the 
mobile data to a message server, identified by the destination identifier, operating at a 
particular corporate enterprise computer system. 
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In another embodiment, there is provided a wireless router method for routing data 
between a plurality of corporations and a plurality of mobile devices, the method comprising: 
(a) upon reception of a wireless network message at the wireless router originating from a 
first mobile device via a wireless network coupled to the wireless router, the steps 
comprising: recovering a first mobile data item generated at the mobile device by removing a 
first wireless protocol network lay^ firom the wireless network message, said first mobile 
data item comprising of an encrypted data payload and a corporation identifier; if the first 
mobile data item lacks a mobile identifier, then adding a mobile identifier to the first mobile 
data item; routing the first mobile data item to a first corporation from the plurality of 
corporations using a host service identifier in the first mobile data item; (b) upon reception of 
a corporate data item at the wireless router originating from a second corporation, the steps 
comprising: adding a network protocol layer to the corporate data item; routing the 
corporate data item to a second mobile device, via the wireless network, using a mobile 
identifier in the corporate data item. 

In another embodiment, there is provided a method to route data items between a 
plurality of mobile devices and a plurality of host systems, the method comprising of the 
following steps: establishing a point-to-point conununication connection between a first host 
system and a wireless router; generating a first mobile network message at a first mobile 
device comprising; a first data item having at least a data payload; a first host service 
identifier associated with said data payload, a first wireless router address, and a first set of 
network protocols, and; transmitting said first mobile network message from the first mobile 
device to a first wireless network in communication therewith; routing said first mobile 
network message from the first wireless network to the wireless router based on the first 
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wireless router address; receiving said first mobile network message at said first wireless 
router; routing said first data item from the wireless router to a first host service based on the 
first host service Identifier. 

In another embodiment, there is provided a method to route data items between a 
plurality of mobile devices and a plurality of host systems, the method comprismg of the 
following steps: establishing a plurality of point-to-point communication connections, 
wherein each host system of the plurality of host systems has an established point-to-point 
communication connection between the host system and a conoamon wireless router; sending 
data items from each of the host systems to the conamon wireless router through each host 
system's corresponding point-to-point communication connection, wherein each of the data 
items includes a data payload, and a first mobile device identifier associated with said data 
payload; receiving the sent data items at the conmnion wireless router; performing the 
following steps for each received data item: associating a particular wireless network- of a 
plurality of wireless networks in communication with the conunon wireless router and a 
second mobile device identifier; generating a mobile network message comprising the data 
item and a wireless network protocol layer including the second mobile device identifier; 
routing each generated mobile network message to a mobile device corresponding to the 
second mobile device identifier through the particular wureless network associated with the 
mobile device. 
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1. A method to route data items between a plurality of mobile devices and a plurality of host 
services, the method comprising of the following steps: 

(a) generating a mobile data item, at a mobDe device, comprising of: 

a host service identifier; and, 
a data payload; 

(b) preparing a wireless network message containing the mobile data item by: 

adding to the mobile data item a wireless network protocol conforming 
to protocols required by a wireless network associated with the mobile device; 
and, 

addressing the mobile data item with an address associated with a 
wireless router; 

(c) transmitting the wireless network message via the wireless network to the wireless 

router; 

(d) upon reception of the wireless network message at the wireless router: 

removing the wireless network protocol from the wireless network 
message thereby recovering the mobile data item; 

extracting at least a mobile identifier from the wireless network 
message; 

adding the mobile identifier to the mobile data item; 
routing the mobile data item to a host service corresponding to the host 
service identifier in the mobile data item. 



61 



wo 02/052798 PCT/CAOl/01814 

2. A method of claim 1 wherein the host service is a message server operating at a corporate 
enterprise computer system: 



3. A method of claim 2, further comprising of the following steps: 

sending a second data item from the message server to the router, the second data item 
includes at least a second data payload and a second mobile device identifier; 
receiving the second data item at the router; 

routing the second data item from the router to a second mobile device associated with 
the second mobile device identifier via a wireless network; 

4. A method of claim 3, wherein exchange of first and second data items between the router 
and the message server is through a point-to-point communication connection. 

5. A method to route data between a plurality of mobile devices and a plurality of message 
servers comprising of the following steps: 

(a) generating a mobile data at a mobile device comprising of: 

a destination identifier; and, 

an encrypted data payload comprising a body of an email message and 
addressing information for the body; 

(b) generating a wireless network message comprising: 

the mobile data, a wireless network protocol layer conforming to 
protocols required by a wireless network, and a wireless router address; 

(c) transmitting the wireless network message via the wireless network to a wireless 

router; 
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(d) upon reception of the wireless network message at the wireless router: 

removing the wireless network protocol layer from the wireless 
network message thereby extractmg the mobile data; 

adding a mobile identifier to the mobile data, if the mobile identifier is 
not already contained in the mobile data; 

routing, via the Intemet, the mobile data to a message server, identified 
by the destination identifier, operating at a particular corporate enterprise 
computer system. 

6. A wireless router method for routing data between a plurality of corporations and a 
plurality of mobile devices, the method comprising: 

(a) upon reception of a wireless network message at the wkeless router originating 
from a first mobile device via a wireless network coupled to the wireless router, die steps 
comprising: 

recovering a first mobile data item generated at the mobile device by 
removing a first wireless protocol network layer from the wireless network 
message, said first mobile data item comprising of an encrypted data payload 
and a corporation identifier; 

if the first mobile data item lacks a mobile identifier, then: 

adding a mobile identifier to the first mobile data item; 

routing the first mobile data item to a first corporation from the 
plurality of corporations using a host service identifier in the first mobile data 
item. 
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(b) upon reception of a corporate data item at the wireless router originating from a 
second corporation, the steps comprising: 

adding a network protocol layer to the corporate data item; 
routing the corporate data item to a second mobile device, via the 
wireless network, using a mobile identifier in the corporate data item. 

7. A method to route data items between a plurality of mobile devices and a plurality of host 
systems, the method comprising of the following steps: 

(a) establishing a point-to-point communication connection between a first host 
system and a wireless router; 

(b) generating a first mobile network message at a first mobile device comprising: 

a. a first data item having at least a data payload 

b. a first host service identifier associated with said data payload, 

c. a first wireless router address, and 

d. a first set of network protocols, and; 

(c) transmitting said first mobile network message from the first mobile device to a 
first wireless network in communication therewith; 

(d) routing said fu:st mobile network message from the first wireless network to the 
wireless router based on the first wireless router address; 

(e) receiving said first mobile network message at said first wireless router; 

(f) routing said first data item from the wireless router to a first host service based on 
the first host service identifier. 
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8. A method of routing as claimed in claim 7, wherein the first data item further includes a 
first mobile identifier. 



9. A method of routing as claimed in claim 7, further comprising the step of adding a first 
mobile device identifier to the first data item before step (e): 

10. A method of routing as claimed in claim 7, further comprising the steps of: 

(g) generating a second mobile network message at a second mobile device 
comprising: 

a. a second data item having at least a data payload and a second host service 
identifier associated with said data payload, 

b. a second wireless router address, and 

c. a second set of network protocols, and; 

(h) transmitting said mobile network message from a second mobile device to a 
second wireless network in communication therewith; 

(i) routing said mobile network message firom the wireless network to the first 
wireless router based on the second wireless router address; and, 

(j) routing said second data item from the wireless router to a second host service 
based on the second host service identifier. 



1 1 . A method to route data items between a plurality of mobile devices and a plurality of host 
systems, the method comprising of the following steps: 

(a) establishing a point-to-point conmiunication connection between a first host 
system and a wireless router; 
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(b) generating a first mobae network message at a first mobile device comprising: 

a. a first data item having at least a data payload, 

b. a first host system identifier associated with said data payload, 

c. a first wireless router address, and 

d. a first set of network protocols, 

(c) transmitting said first mobile network message firom the first mobile device to a 
first wireless network in communication therewith; 

(d) routing said first mobile network message from the first wireless network to the 
wireless router based on the first wireless router address; 

(e) receiving said first mobile network message at said wireless router; and, 

(f) routing said first data item firom the wireless router to the first host system based 
on the first host system identifier contained in said first mobile network message, 
wherein 

a. said first data item is routed through the established point-to-point 
conununication connection between the wkeless router and first host system, 
and, 

b. said first data item includes an identification associating the first mobile 
device to the first data item before said routing in step (f). 

12. A method of routing as claimed in claim 11, wherein the established point-to-point 
communication connection is a secure and authenticated TCP/IP connection. 



13. A method of routing as claimed in claim 12, wherein the TCP/IP connection utilizes a 
hyper- text transfer protocol (HTTP). 

66 



wo 02/052798 PCT/CAOl/01814 

14. A method of transferring as claimed in claim 13, wherein the contents of the hyper-text 
transfer protocol (HTTP) follow an Extended Markup Language (XML) format. 14. A method 
of routing as claimed in claiml2, wherein the TCP/IP connection is initiated by the first host 
system to the wireless router, wherein the host system includes a firewall behind which said 
TCP/IP connection is initiated. 

15. A method of routing as claimed in claim 11, wherein a wireless network carrier hosts the 
wireless router. 

16. A method of routing as claimed in claim 14, wherein the data payload comprises an 
encrypted email message, wherein the email message includes at least a message body and 
address header. 



17. A method of roudng as claimed in claim 16, further comprising the steps of: 

decrypting the encrypted email message behind the firewall at said first host system. 

18. A method to route data items between a plurality of mobile devices and a plurality of hoist 
systems, the method comprising of the following steps: 

(a) establishing a plurality of point-to-point communication connections, wherein 
each host system of the plurality of host systems has an established point-to-point 
communication connection between the host system and a common wireless 
router; 

(b) sending data items from each of the host systems to the common wireless router 
through each host system's corresponding point-to-point communication 
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connection, wherein each of the data items mcludes a data payload, and a first 
mobile device identifier associated with said data payload; 

(c) receiving the sent data items at the common wireless router; 

(d) performing the following steps for each received data item: 

i. associating a particular wkeless network of a plurality of wireless 
networks in communication with the common wireless router and a 
second mobile device identifier; 

ii. generating a mobile network message comprising the data item and a 
wireless network protocol layer including the second mobile device 
identifier; 

iii. routing each generated mobile network message to a mobile device 
corresponding to the second mobile device identifier through the 
particular wireless network associated with the mobile device. 

19. A method of routing as claimed in claim 18, wherein the first mobile device identifier is 
an IPv6 address and the second mobile device identifier is an IPv4 address. 

20. A method of routing as claimed in claim 19, wherein the first mobile device identifier is 
an IPv4 address and the second mobile device identifier is an IPv6 address. 

21. A method of routing as claimed in claim 19, wherein the first mobile device identifier is a 
manufactured device code and the second mobile device identifier is an IPv4 address. 

21. A method of routing as claimed in claim 18, fijrther comprising the steps of: 



68 



wo 02/052798 PCT/CAOl/01814 

(e) receiving a returned data item from the wireless network that has not been 
received by the mobile device; 

(f) storing the retumed data item; 

(g) after expiration of a period of time, generating a second mobile network message 
comprising the retumed data item and a wireless network protocol layer including 
the second mobile device identifier; and, 

(h) routing the second generated mobile network message to the mobile device 
corresponding to the second mobile device identifier through the particular 
wireless network associated with the mobile device. 



22. A method of routing as claimed in claim 21 , further comprising the steps of: 

(i) returning a confirmation to the sending host system when the data item is received 
by the mobile device. 

(j) deleting the data item at the wireless router after receiving confirmation that it has 
been delivered to the second mobile device. 



23. A routing method for exchanging data messages comprising: 

(a) sending a first data message from a first system to a wireless router, the first data 
message includes a first payload and a first mobile destination identifier; 

(b) receiving the first data message at the wireless router; 

(c) examining the first data message; 

(d) generating a second data message for transmission on a wireless network, the 
second data message including the payload, and a second mobile destination 
identifier; 
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(e) routing a second data message to a wireless network for eventual receipt by a 
mobile device associated with the second mobile destination identifier; 

(f) receiving a third data message from the mobile device at the wireless router, the 
third data message including a second payload, the second mobile destination 
identifier and a host s^ice identifier associated with the second payload; * 

(g) examining the third data message; 

(h) generating a fourth data message having the second payload and the first mobile 
destination identifier; and, 

(i) routing the fourth data message from the wireless router to the host service, 

24. A routm^ method as claimed in claim 23, wherein the first and second mobile destination 
identifiers are equal. 

25. A routing method as claimed in claim 23, wherein the first mobile destination identifier is 
an IPv4 address and the second mobile destination identifier is an IPv6 address. 

25. A routing method as claimed in claim 23, wherein the first mobile destination identifier is 
an IPv6 address and the second mobUe destination identifier is an IPv4 address. 
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